15 npaBun anga 6e3onacHou padoThbl B
WHTepHeTe

Bonblias yacTb Hawlen NOBCEAHEBHON XXN3HN TaK UM MHAYe CBsi3aHa C UHTEPHETOM: B
MHTepHEeTe Mbl paboTaeM, yummcs v gaxe obliaemcs ¢ apysbsamu. [1poBEEHHLIN B
2021 rofy onpoc nokasan, 4To y cpeaHeit cembn B CLLUA nmeeTcsa okono 25
YCTPOMWCTB, NOAKITOYEHHbIX K UHTEPHETY, B TO BpeMsi kak B 2019 roay Takux yCTpOMUCTB
6b1n10 Bcero 11. C poCTOM KONMYeCTBa OHMaNH-akKkayHTOB U MOAKMHOYEHHbIX K
WHTEPHETY YCTPOMCTB PacTyT BO3MOXHOCTU 3110yMbILLSIEHHNKOB, [M03TOMY Tak BaXKHO
3HaTb npaBuia 6e30nNacHOCTM B UHTEPHETE — OHM NOMOTYT 3aLlUTUTL OT Yrpo3 BalUu
AaHHblE N YCTponCTBa. B aTON cTaTbe Mbl pacckakeM 06 OCHOBHbIX MHTEPHET-Yrpo3ax
1 cnocobax 3aWmnTbl OT HUX.

OCHOBHbIE OMAaCHOCTU UHTEpPHeTa

Monb3oBaTenu MHTEPHETA NOABEPratTCs LienoMy psay noTeHumarnbHbIX yrpos, o
KOTOpPbIX Yallle BCEro aaxe He noao3pesatoT. KubepnpecTynHUKM HeyCcTaHHO
n306peTaloT HoBble MeToAbl 0bMaHa UHTepHeT-Nnonb3oBaTenen. BoT NuLb HECKOMbKO
OHNalH-yrpo3, ¢ KOTOPbIMU MOXET CTONKHYTLCS Balla CeMbS.

o Kpaxa nepcoHanbHbIX AaHHbIX.

e YTEeYKu gaHHbIX.

o BpenoHocHble nporpaMmmbl 1 BUPYChI.

e OUWNHIOBLIE N MOLLEHHUYECKMNE 3MEKTPOHHbIE NUCbMa.

e [lopgenbHble canThl.

e VIHTEpPHET-MOLUEHHNYECTBO.

e MoLEHHMYECTBO Ha canTax 1 B MPUNOXEHNAX Anst 3HaKOMCTB.
e Henpuemnembii KOHTEHT.

e KnbepbynnuHr.

e HeBepHble HACTPOMKM KOHUOEHUNATIBHOCTN.
OcHOBHbIe npaBuna 6e3onacHoOro NnoBeaeHNs B UHTEpHeTe

YT06bI n3bexaTb 3TUX ONACHOCTEN, CNeaynTe HaWnMm pekoMeHOaumnsaM.
1. Ucnonb3ynTe HageXXHOe UHTEPHET-COeAUHEHME.

Mbl He pekomeHayeM ncnonb3oBaTtb NyonuyHele cetn Wi-Fi, ogHako noHMmaem, 4to
NHoraa aTo HensbexxHo, 0coBeHHO NS TeX, KTO Bcerga B NyTu. Beixoasa B UHTEpHET
yepes 06uL1ecTBEHHYO ceTb Wi-Fi, Bbl He KOHTponupyeTe ee 6e3onacHOCTb, a
3Ha4nT, NErko MoXeTe CcTaTh Lenbio Ans kubepnpecTtynHuka. B atux cnyyasax
pekomeHayeTcs nsberaTb BbIMOSIHEHUS onepaLmii C MCNONb30BaHNEM MEPCOHaNbHbIX
AaHHbIX — B YaCTHOCTU, NONb30BaTbCA yCryramn MHTepHeT-6aHka u coBepLuaTb
MOKYMKM OHJIanH.

Ecnu atn onepaumm Heobxoanmbl, UCNonb3ynTe BUPTYalbHY YaCTHYH CETb
(VPN). O1a TexHonorus B pearnbHOM BPeEMEHU LWNpyeT Bce AaHHble, KOTOPbIE Bbl
nepegaeTte yepes HEHaeXHyo ceTb, obecnevnsas ux sawuty. Ecnu Bbl He
ncrnonbdyete VPN, BO34epKMUTECb OT COBEPLUEHNSA NIUYHbIX TPaH3aKUMA O MOMEHTA,
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Korga nosiBUTCA BO3MOXHOCTb HaAEXHOro NOAKMYEHUs K MHTepHeTY. bornbLue
nudpopmaummn o VPN MOXHO HAanUTKU 30€eChb.
2. Acnonb3ynTe HageXHble Naponu.

Maponu — 0gHO 13 cambix crabbix MeCcT B cucteme kmbepbesonacHoOCTH.
lMonb3oBaTenNu 4acTo co3garoT Napon, KOTopble Nerko 3anoMHnTb. CnegoBaTensHO,
3r10yMbILUSIEHHUKAM He COCTaBnseT Tpyaa nogobpartb NX C MOMOLLbIO CheLmanbHbIX
nporpamm. Micnonb3ysa OanH 1 TOT XXe Napornb 4151 HECKOMbKNX YYETHbIX 3anucen, Bbl
noaBepraeTe CBOM AaHHble elle 6onblieMy pucKy, Beab, NONyYMB yYeTHbIE AaHHbIE OT
O[HOro cawnTa, 3MOYMbILSIEHHWUKN CMOTYT BOWTU U B ApYyrMe BallW akkayHTbl.

Bbibupante HageXHbl€ Naposiv, KoTopble CNOXHO Nogobpath. HagexHbl naposb
obnagaeTt crneayroLWMMN CBOMCTBaAMM:
e [NuHHBLIA: MUHUMYM 12 CMMBOIOB, B Maearne gaxe donbLue.

e CROXHbIV: COOEPXMUT 3arnaBHble U CTPOYHble ByKBbI, a Takke crneynanbHble CUMBOSbI U
Lmdpbl.
e He ouyeBnaHbIN: B Naporie He NCNonb3yTca nocnegosatenbHble Lmdpbl (1234) n

NTn4HasA MHd)OpMaLLMFI, KOTOPYIO NNEerko y3HaTb U HanTK B MHTEepHeTe: Ball AEHb
poxaeHna, MMa goMallHero XMBOTHOIoO MU Tak garee.

e Cny4vanHbI: HE COOEPXKMUT 3aMOMMHAIOLLIMXCS COMETAHUN KITaBULLI.
B aTom crnyyae MoxeT 6bITb MonesHbIM UCMoNb30BaHne MEHepKepa naponen.
MeHepxepbl naponen nomMoratT co3gaBaTh HA4EXKHbIE NAPOSN, XPAHUTb UX B
LUMPPOBOM XpaHUnvLLe, 3alnLLEHHOM eauHbIM MacTep-naporemM, 1 aBToMaTUYeCKn
NnoACTaBnNATb UX NPU BXOAE B YYETHbIE 3anncu.

3. Mo BO3MOXHOCTU BKITHOUMTE MHOIrOo(haKTOPHYIO ayTeHTUdUKaLmio.

MHorodakTopHas ayTeHTudumkaumnsa — 3To cnocod NpoBepkn NOAMHHOCTU, NMpuU
KOTOPOM AN18 OCTYrNa K y4eTHOW 3anvMcu Ucnonb3ytoTcsa Asa unu bonee metoga
nposepkn. Hanpmumep, BMECTO NPOCTOro 3anpoca MMeHu Nonb3oBaTens unn napons
npwv MHOroakTOpHOM ayTeHTUdMKaLMN 3anpawmnBaeTcs 4ONONHUTENbHas
MHdopMauus:

e JlononHuTeNbHbIN OAHOPA30BbIN NApOrb, KOTOPLIA CEPBEPLI ayTEeHTUdMNKaL N BEO-
canTa oTnpaBnsoT Ha TenedoH U agpec NEeKTPOHHOW MOYTbI.

e OTBeTbl Ha NMYHbIE BONPOCLI 6e3onacHoCTU.

e Ortneyartok nanbua unu gpyraa buomeTpudeckas nHopmaums, Hanpumep, rofiocoBbIe
JaHHble U pacrno3HaBaHne nuua.
MHorodakTopHas ayTeHTUMKaunsa CHUXKaeT BEPOATHOCTL ycrnexa kmbepartaku. YTobbl
3aWMTUTb OHMaNH-aKKkayHTbl, PEKOMEHAYETCS N0 BO3MOXHOCTU UCMOMb30BaTb
MHOrodakTopHy ayTeHTudumkauuio. [na obecneveHmns 6e30nacHOCTU B UHTEPHETE
MOXXHO TaKKe NMPUMEHATb CTOPOHHME NPUNOXKEHNSA NPOBEPKM NOANMNHHOCTU, Takne Kak
Google Authenticator nnn Authy.

4. O6HOBNANTE NporpamMmmMHoe obecneyeHne u onepaLmoHHY0 CUCTEMY.

PaspaboTumkm nocTosHHO paboTatoT Hag 6e30nacHOCTLIO MPOAYKTOB, OTCHEXMBaAs
nocrnegHue yrposbl U Bbifyckasi ucnpasneHns 6e3onacHoCTK B criydae obHapyXeHus
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YS13BMMOCTEN B NpuUnoxeHusix. Micnonb3aynte nocrnegHne Bepcun onepaunoHHbIX
CUCTEM W NPUSTOXKEHNI, YTODBLI HE NPONyCcKaTb CBEXNe 0OHOBMNEHNA 6e3onacHOCTU. OTO
0COBEHHO BaXKHO AN151 NPUIOXEHWI, CoaepKaLLMX NNnaTeXHble AaHHble, CBEAEHUS O
COCTOSIHUM 340POBbS M NPOYY0 KOHPMAEHUMANbHY0 MHPOPMaLMo Nonb3oBaTens.

5. YoeauTecb B HaaeXXHOCTU canTa.

HagexxHOCTb — BaXkHbI aTpubyT BCex nocellaeMblx Be6-canToB, 0COBEHHO TEX, Ha
KOTOPbIX OCYLLECTBASATCA TpaH3akumn. B 4acTHOCTK, caTOB 351IEKTPOHHOM
koMmMepuuun. Mpu nepexoae Ha HEM3BECTHbIN caiT NpoBepbTe, 3alumLleH N oH SSL-
cepTndmnkaToM. Agpeca Takux canToB HauuHatotes ¢ HTTPS Bmecto HTTP (GykBa S
o3HavaeT «be3onacHbINy), a B agpeCcHoOn CTpoke oTobpaxkaeTcsa 3Ha4YoK 3amka. [pyrue
NPU3HaKN HageXHOCTU canTa BKNOYatoT:
e [pammaTunyecku npaBunbHbIA TEKCT 6€3 opdhorpadnyeckmx U NyHKTyauUMOHHbIX OLLIMOOK.
ABTOpVITeTHbIe 6peHﬂbI npuKnaabiBakoT 3HaYUTENbHbIE YCUNna and obecneyeHus
Haae)kallero ka4yectsa cBomx Beb-canToB.

o KauyecTBeHHble I/I306pa)KeHVIFI, COOTBETCTBYHOLLME LLUMPUHE 3SKPaHa.
° O6'bF|BJ'IeHVI$I, OpraHn4HO BMNMCaHHble B CTPYKTYpPY canTa u He neperpyxawtLimne ero.

e EpmHoOOpasHoe uBeTOBOE OhopMIIeHME 1 BbiaepaHHas TeMa. EaBa 3ameTHble
N3MEHEHMS LBETOBOW raMMbl UMW CTUMS CTPaHWULbl, HA KOTOPYHO Bbl BO3BpaLLaeTeCb
nocne nepexoda no ccbifike, MOryT 6biTb MPU3HAKOM MOLUEHHMYECKOrO canTa.

o CornacHo otpacneBbiM TpeboOBaHUAM, BCE OHMaNH-TPaH3aKUmMm No KpeauTHbIM U
AebeToBbIM KapTam OOIMKHbI MPOXOANTb Yepes NNaTeXHbIn W3 NMbo onnarta AoMmKHa
ocyLecTBrnATbLCA Yepes cepuc PayPal. Ecnu Bam npegnaratot nepeyuncnntb AeHbrm
WHbIM CNOCOBOM, BEPOATHO, 3TO MOLLEHHMKM.

6. NMpoBepbTe HACTPOMNKN MPUBATHOCTU U O3HAKOMbTECb C NONIMTUKAMM

KOHpUAEHUMaNbHOCTH.

MapkeTosnoru, kak 1 3royMbILLIIEHHUKU, XOTAT 3HaTb O Bac Bce. OHM MOryT NonAy4nTb
3TY MHOPMALINIO U3 MCTOPUM MOUCKOBLIX 3anpoCoB U coumarnbHbix ceTen. Ho Bbl
MOXeTe KOHTPOSIMpoBaTb JOCTYNHY UM nHpopmaumio. B Beb-6paysepax u
MOOBUMBHbBIX ONEpPaUMOHHBIX CUCTEMax NpeayCcMOTpPeHbl NnapameTpbl Ana obecneveHus
KOH(pnaeHumManbHOCTN B MHTepHeTe. Ha canTax coumarnbHbIX CeTemn, Taknx Kak
BKoHTakTe, Facebook, Twitter, Instagram, LinkedIn n npoyne, npeaycmMoTpeHbI
napameTpbl o6ecneyeHns KOHPUOeHUMANbLHOCTU, KOTOPLIMU Bbl MOXETE yNpaBnsaThb.
Mbl pekoMeHayeM XOpOLUEHbKO pa3obpaTbCs ¢ napaMmeTpamn KOHPUAEHLMANBbHOCTY U
HaCTPOUTb YYETHbIE 3anUcK Tak, Kak BamM KOMGOPTHO.

MHorne npMHMMatoT yCrioBus NOAUTUKM KOHMAEHUNanbLHOCTN, He ynTtas. OgHako
OrPOMHOE KOSNMYECTBO AaHHbIX 0OpabaTbiBaeTCs B MAPKETUHIOBLIX U peKNaMHbIX (M
NPEeCTYNHbIX) Lensax, No3TOMY peKOMeHAYyeTCS 03HAKOMUTBLCA C NONUTUKaMM
KOH(pMOeHUManbHOCTM UCNOSb3yeEMbIX BED-CaNTOB N MPUITOXKEHNIA N NMOHATL, KaK
ocyllecTBngaeTca cbop n aHanua gaHHbIX. Ho gaxke ecnu Bbl 3aKpbIfiv NOCTOPOHHUM
AO0CTYN K CBOMM AaHHbIM, He criegyeT 3abbiBaTb, YTO 06ecneynTb NosiHyo
KOH(PMAEHLUMANBbHOCTb B MHTEPHETE NPAKTUYECKN HEBO3MOXHO. 31I0YMbILLIIEHHUKN,
aAMUHUCTPaTOpbl BE6-CanToB 1 NPaBoOXpaHUTESbHbIE OpraHbl MOryT NONYYNTb AOCTYN
K MHpopMaLmMn, KOTOPYHO Bbl CHUMTAETE 3aKPbITON.
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7. CneguTte, N0 KakKMM CCbINIKaM Bbl nepexoauTe.

OAnH HEOCTOPOXKHLIN Nepexo No CCbISIke — U BallW NYHbIE AaHHbIE Nonanu K
3MOYMBbILLINIEHHMKAM UITN YCTPOWCTBO ObINo 3apaXkeHo BPEAOHOCHOW MPOorpaMmmMorn.
[MoaToMy BaXXHO creauTb 3a TEM, MO KakUM CCbifikam Bbl nepexoante, n nsderatb
onpeneneHHbIX TUMOB KOHTEHTA: CCbINTOK U3 HEHAAEXHbIX NCTOYHUKOB, ClaM-
COOBLLEHNIN, OHMANH-BUKTOPUH, KIMMKOGENTHBIX 3arofioBKOB, «BecnnaTHbIX»
npeanoXeHun n HexxenaTenbHOW peknamsbl.

Mpw nony4yeHnn aNeKTPOHHOro NMCbMa, B MNOANIMHHOCTM KOTOPOrO Bbl COMHEBAETECH, HE
nepexoanTe Nno CoAepXKallMMCsl B HEM CCbIflkaM N HEe OTKPbIBaUTE BIIOXKEHMUS.

PekomeHayeTcs BoobLe He OTKpbIBaTb Takne cooblleHns. Ecnu Bbl He yBepeHbI B
NOANTMHHOCTU 3NEKTPOHHOIO NcbMa, obpaTUTeCh HENOCPEACTBEHHO K OTNPaBUTENIO.
Hanpumep, npy nony4yeHny nogo3puTensHoro nucbMa sikobbl U3 Balwlero 6aHka
No3BOHUTE B BaHK 1 cnpocuTe, 4eNCTBUMTENBHO NN MUCbMO MPULLINIO OT HUX.

Mpn npocmoTpe canTa ybeamTech, YTO Nepexo no CeblfikaM OCYLLECTBNAETCA Ha
CTPaHULbI CO CBA3AHHBIM UK OXUAaemMbIM cogepXnmbiM. Hanpumep, ecnu Bbl
nepexoanTe no ccblfike Ha onnucaHne cadapu B Aprke, HoO BMECTO 3TOro nornagaete
Ha KNUKOENTHYI0 CTpaHMLYy O TOM, Kak Nnoxyaeny 3HaMeHUTOCTU, UK Ha CTaTbio C
3aronioBkoM «I'ae oHW cenvac?y», HemenneHHO NOKNHbTE 3Ty CTPaHuLy.

8. Y6eauTtechb, 4TO BaluM yCTPOMCTBA 3aLUULLEHbI.

Okono 60% nonb3oBaTenemn Mcnonb3yT MobunbHbIe YCTPOMCTBA AMA COBEPLIEHUS!
MOKYMOK U nomncka MHopmauumn B MHTEPHETE ropasao vale, Yem KOMMbTEPbI, N Takme
YCTPOMCTBA OOMKHbI ObITb HaAEXHO 3alumLLeHbl. PekomeHayeTcst UCnosib3oBaThb
naponu, cekpeTHble Koabl 1 apyrne cpeacrtea 6€30nacHOCTU, Takme Kak CYMTbiBaHWE
0TneyvyaTKoB NanbueB UM TEXHOSOINMIO pacno3HaBaHus nuua Ha BCex YCTPONCTBAX:
TenedoHax, KOMMbloTepax, NNaHWeTax, yMHbIX YacaX, YMHbIX TeneBusopax u gpyrmx
yCcTpouncTBax. 3T Mepbl 6€30NacHOCTU CHU3AT BEPOATHOCTb KnbepaTaku unm Kpaxm
BaLUUX NIUYHbIX OAHHbIX.

9. PerynsipHO BbINOJIHAWUTE pe3epBHOE KONUpoOBaHMe.

CnepyeTt nmeTb pe3epBHbIE KOMUWN BaXKHOW NIMYHOM MHAPOPMALIMM HA BHELLHUX XECTKNX
AMCKax U perynsipHo co3faBaTtb HOBble pe3epBHble konuu. [1porpamMmmbi-
BbIMOraTesim — 31o Tun Bpe4OHOCHbIX NPOrpamMm, 6rI0KMpYOLLUMX KOMMBIOTEP U He
NO3BONSAOLWMNX NOMYYUTb AOCTYN K BaXHbIM darinam. PesepBHoe KONMpoBaHUe AaHHbIX
noMoraeT MUHUMN3NPOBATb HEraTUBHbIE MOCMEACTBUA aTak NporpaMmm-BbiMoraTenen, a
cneunaneHoe MO ans 3awmTbl NOBLICUT YPOBEHb Ballen 6e3onacHocTn. ECcTb n gpyrue
TUMNbl BPEAOHOCHbIX NPOrpamMMm, KoTopble 6rOKUPYIOT AOCTYN K NEPCOHarnbHbIM AaHHbIM,
co3faBasi Ype3MepHYH0 Harpy3ky Ha CMCTeMy, U NPOCTO yaanstT dannb.

10. YaanuTte Heucnosnb3yeMble y4eTHbIe 3arnucu.

Y MHOrux ecTb y4eTHble 3anncu, KoTopble AaBHO He UCMOoNb3yoTcs. X Hanumume MoxeT
CTaTb MCTOYHUKOM YSI3BMMOCTEN MPW UCMOMb30BaHUN MHTepHeTa. CTapble y4YeTHble
3anucu YacTto nmetoT 6onee cnabble Naponu, a canTbl, HA KOTOPbIX OHU
MCMorb30BanunChb, MOTYT UMETb HEHaZAEXHYH MONUTUKY 3aluUTbl AaHHbIX. Kpome Toro,
MO AaHHbIM B CTapbIX NPOdUNAX coLmanbHbIX ceTen kKnbepnpecTynHukn MoryT cobpaTb
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0 Bac pasnuyHble AaHHble, HanpuMep AaTy POXXAEHUS U MECTOHaXOXOeHUE, U
ncrnonb3oBaTh UX ANS nocneayowen ataku. NMoaToMy Mbl peKoMeHAyeM yaanuTb
cTapble y4eTHble 3anMcK U OTNPaBUTb 3asiIBKY Ha yaaneHue Balluvx AaHHbIX CO
CTOPOHHMX CEPBEPOB.

11. ByAbTe OCTOPOXHbI C 3arpy3KkamMu.

Llenb 3noyMbILLNEHHMKOB — 3acTaBUTb Bac ckavaTb BPEAOHOCHYI MporpaMMmy, KoTopas
OTKPOET UM OOCTYN K Ballemy yCTpoWCTBY. BpeaoHocHbIe nporpaMmMbl MOTYT ObITb
3amackupoBaHbl nog noboe MO, HauMHas ¢ NONYNSAPHLIX UrP U 3aKaH4YMBas
NPUNOXEHUSIMU NS NPOBEPKM Nnoroabl MK Hanuuus npobok Ha gopore. Kpome Toro,
OHW MOTYT BbITb CKPbITbl HA CO34aHHbIX 3M10YMbILLNEHHKaMK BeG-canTax, KoTopble
NbITATCSA YCTaHOBUTbL BPeAOHOCHbIE NPOrpaMmbl Ha Ballie YCTPOMCTBO.

BpenoHocHble nporpaMmbl HAHOCAT yuwepO: HapywatT paboTy YCTPONCTBA, KpaayT
NNYHbIE JaHHble, NPEeAOCTaBNASAT HECAHKLMOHUPOBAHHBIN LOCTYN K KOMMNbIOTEPY.
O6bIl4HO ANns 3arpysky BpeAOHOCHbIX NporpamMm TpebyeTcs psag AeNCTBUIA CO CTOPOHbI
nonb3oBaTens, HO BCTpeYaeTCs Takke 3apaXkeHne nyTem CKpbITOW 3arpysku, koraa Beb-
CanT NblTaeTCcs YCTaHOBUTb BPeAOHOCHbIE MPOrpamMMbl Ha KOMMbIOTEP, HE cripalumBas
npeaBapuTenbHOro paspeLleHus. byabTe OCTOPOXHbI NpU Nepexoae Ha HEU3BECTHbIN
canT 1 Npu 3arpyske OO bEKTOB Ha YCTPOMCTBO, 3arpyXamTe KOHTEHT TOSTbKO U3
HaOeXHbIX UK ounumnarnbHbIX MICTOYHMKOB. PerynsapHo npoBepsanTe nanku sarpysku u
HeMeaJS1IeHHO yaansTe Hen3BeCcTHble doansbl — OHWU MO NoNacTb Ha Balle
YCTPOWCTBO B pe3ysfibTaTe CKPbITON 3arpysku.

12. ByabTe OCTOPOXHbI C NYONMKaUUaAMM.

B vHTepHeTe HeT BO3MOXHOCTU yaarneHusi onybnvkoBaHHoOM nHgpopmaumn. Bee
onybnmMKoBaHHbIE KOMMEHTapUK 1 n3o0bpaxkeHnst MOryT HaBcerga ocrtaTtecsa B Cetn,
MOCKONbKY NpuW yAaneHun opurnHana Bbl He yaansieTe Konun, KoTopble MOrnu caenaTb
Apyrve nonb3oBatenu. Mocne nybnnkaumm KOMMeEHTapus yXXe HeT BO3MOXHOCTU
«B35Tb CBOW CrioBa 06paTHO», Takke HEBO3MOXHO yaanuTb onyGrnMKoBaHHOE
KomnpomeTupytoLlee nsobpaxeHune. Ecnun Bbl He XoTUTE, YTOObLI Bawy nybnvkaumto
yBUAENN pOoAUTENN UNK NOTEHUManbHbIM paboTogaTtenb, He CTOUT NybnmMkoBaTb 3TOT
mMaTepwuan.

N 6yabTe 0CTOPOXHbI, NYGNUKYS NIMYHYIO MHAOPMAaLIMIO B UHTEPHETE: He yKasblBaiiTe
HOMep couManbHOro CTpaxoBaHusl, agpec U AaTy poXaeHUs1 B Npodmnsx coumanbHbIX
ceTell. B peanbHoOM XM3HM Bbl Obl HE CTany coobLaTh NIMYHbIE AAaHHbIE HE3HAKOMLAM,
M TOYHO Tak Xke He crniegyeT nybrnvkoBaTb UX B UHTEPHETE U AenaTb AOCTYMNHbIMU
MWUNIMOHaM Monb3oBaTenen.

Cobniopaiite 0OCTOPOXXHOCTb NPY NPEAOCTaBMNeHNN aapeca 3NEKTPOHHOMN NOoYThI.
Mone3Ho UMeTb AONONMHUTENBbHYIO BPEMEHHYIO YYETHYIO 3aMMCb 3NEKTPOHHOW NOYTbI,
MCMNOMb3yeMYH UCKITHYUTENbHO Ans perncTpaumm u nognucku. OHa aornkHa
oTnMyaTbcs OT paboyeit 1 OT NCMONb3yeMOW Ansi NEPEnnUcKn ¢ APY3bSMU U BIINSKUMN.



13. ByabTe OCTOPOXHbI C OHNTAaUH-3HAKOMCTBaMMW.

Bawm nHTepHeT-3HakoMble He Bcerga siBnsitoTcs Temu, 3a koro cebs BbigatoT. OHu
MOFyT faxe He SBNSATbCS pearnbHbiMU NiogabMu. Mcnonb3ys nogaensHble Nnpodunm B
coumanbHbIX CETSIX, 3MTOYMbILUIIEHHUKN OXOTATCS 3@ HEOCTOPOXKHBIMU NOSb30BaTENAMM
C LUenblo Kpaxkn nx cpeacTs. K coumanbHON XU3HU B UHTEPHETE CTOMT OTHOCUTLCS C
TaKOW e OCTOPOXKHOCTbIO, KaK U K COLMarnbHOM XU3HU B pearibHOM Mupe. OTO
0CcoBEHHO BaXKHO B CBSA3M C BO3POCLUMM B NocnegHne rogbl Konm4ectsom

cliydaeB MOLLIEHHMYECTBa B cdhepe OHJIanH-3HAKOMCTB.
14. NMepenpoBepsanTe NHpopmaL o, HaMgEHHYIO B UHTEpPHeTe.

K coxaneHuto, B MIHTEPHETE NPUCYTCTBYET BOMbLIOE KONMYECTBO NOAAENbHbIX
HOBOCTEW U NOXHbIX cBeAeHUW. B noToke nonyvyaemon exegHEBHO MHGOpMaUUmM Nnerko
notepsaTbcs. Ecnu Bbl COMHEBaeTeCh B JOCTOBEPHOCTM MPOYUTAHHOM MHopMaumn,
npoBeguTe cCO6CTBEHHOE NCCNeLOBaHME N YCTAaHOBUTE pearbHble dakTbl. Ha
HageXHbIX BeO-canTax, Kak NnpaBumno, NPUBOAATCS CChINKM HAa NEPBOMCTOYHMUKN. a Ha
noao3puTEnNbHbIX CTpaHMLax BooodLLe He NPUBEAEHO HUKAKUX CCbINOK. Bbl MoXxeTe
03HaKOMUTbLCA C PEKOMEHAALMAMMN MO BbISIBIEHUIO ENKOBLIX HOBOCTEN 30ECh.
15. Ucnonb3ynTe XopoLwnm aHTUBUPYC U perynsipHo ooHoBNsIUTe ero.

Momnmo cobntogeHnsa pekomeHgaumm no odbecneyeHmno 6e30NacHOCTN B UHTEPHETE,
BaXXHO MCMNONb30BaTb HageXxHoe aHTUBUPYCHOE peLleHue. MNMporpammHoe
obecneyeHne ona 6e30nNacHOCTM B UHTEPHETE 3alUMLLIaeT YCTPONCTBA N AaHHbIE U
GrOKMpYEeT HE TONBbKO PacnpoCTPaHEHHbIE YrPO3bl, TAKMe Kak BUPYChbl U BPE€AOHOCHLIE
nporpamMmbl, HO U KOMMJEKCHbIE aTaku C UCMONb30BaHMEM NPUITOXXEHNN-LLIMMOHOB,
LWNPOBanbLUNKOB U MEXCaNTOBOro CKpunTtuHra. Kak n B cnyyae ¢ onepaumoHHbIMN
CMCTEMaMM U NPUITOXKEHUAMMU, aHTUBUPYC HEOBXOANMO perynsipHo 06HOBNATL, YTOObI
nonyyaTb 3aWuTy OT HOBENLLMX KNOGEpyrpos.

Tpu npaBuna nHTepHeT-6€30MNacHOCTU ANA AeTeun

Bonblas yactb npaBmn 6e30nNacHOCTN B MHTEPHETE akTyarnbHa Kak Ans B3pOoChnblIX, Tak
n ansa geten. OgHako o6BACHUTL UX AeTAM He Bcerga nerko. [letn MoryT coBepLUeHHO
Crny4ariHO BblaTb 3M0YMbILUSIEHHMKAM MHEAOPMaLMIO, OTKPbIBAOLLYIO AOCTYMN K BalLUM
cuctemam. ObyumB geten ocHoBaM 6€30NacHOCTU B UHTEPHETE, Bbl CMOXETE
3aLlNTUTb YCTPONCTBA BaLLEN CeMbUN OT HENPUATHOCTEN. BOT Tpu TeMbI, KOTOpbIE
HY>XHO 06CyauTb ¢ pebeHKoM.

Uundposon cnen

LindopoBon crnep, KOTopbi OCTaBNsSET B MHTEPHETE KaXKabl NOfb30BaTeNb, — BaXXHas
KOHLIeNnumMsi, 0 KOTOPOW AETSIM HY>KHO 3HaTb. Pacckaxute pebeHky, kak nHpopmauus,
nonasLlasi B UHTEPHET, CTAHOBUTCH AOCTYNHOW APYrMM NOMb30BaTENAM U Kak OHU
MOTYT €0 BOCNOJSIb30BaTbCA (Hanpumep, agpecammn 31eKTPOHHON NOYTbI U HA3BaAHUSMM
YyYeTHbIX 3anncen, KoTopble coaepXaT NepcoHarnbHble JaHHble, MOryT
BOCMONb30BaTbCA 3N0yMblLWNeHHNKM). ObcyauTe aTy Temy 6onee npeameTHO:
Hanpumep, norosopute 06 oOMeHe KOHTEHTOM (Yepes counarnbHble CETU, UTPOBbIE
aKKayHTbl U 3NEKTPOHHYIO NoYTY). YeTko 06bACHMTE, KakMe AaHHble HENb3s
nybnunkoBaTtb B MHTEpHETE (coTorpadum, agpeca, Homepa TenedoHOB, NOMHOE UMSI).
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Maponu

HagexxHbIn naposnb — HEOTbEMIEMAs YacTb 3alnTbl OT Knbepyrpos. Cambin NpocTon
cnocob caoenatb undposor Mmnp 6e3onacHee Ang Bawen ceMbh — HayunTb pebeHka
co3gaBaTb CrOXHble Naposin (COCTosAWME KaK MUHUMYM 13 12 BykB, Lmndp u
creumarnbHbIX CUMBOJIOB) U HAZEXHO XpaHuTb nx. C aTon 3agayven noMoxeT
CnpaBuUTbCA MEHEKED NAapOSEN, KOTOPbI aBTOMATUYECKUN 3aMNONHSET YyYeTHble
AaHHble Ha canTax.

OO6LeHne ¢ ApyruMu nonb3oBaTensiMm

Paccblinka coobLeHnin — 0auH U3 cambiX NONyNsipHbIX cnocoboB 0bMaHyTh XepTBy B
NHTEpHeTEe. OTO 0AHa N3 BaXXHENLLNX TEM, KOTOPYHO HYXXHO 06513aTenbHO 06CyanThb C
pebeHkom. Mpexae Bcero o6bACHNUTE, Kak onpeaenuTb, YTO CCbiflka, 3arpyska unm
MMUCbMO OT HE3HaKoMLa, 3anpaluMBatoLEero IMYHbIe AaHHble, ABMASOTCA ONacHbIMU, U
Kak nsbexatb HenpuaTHocTen. bonee nogpobHo obcyante NpusHakm PULLNHIOBBLIX
aTak n noaaenbHbix Beb-canToB. Kpome Toro, BakHO HayumTb pebeHka npasunam
obLeHna B MHTepHeTe. B ceTwn, kak 1 B peanbHOM MUpe, BaXKHO OCTaBaTbCS
OCTOPOXHbIMU U BEXMMBbLIMU, YMETb pacno3HaBaTb TPaBio U HE BCTyNaTb B KOHTAKT C
TEMMU, KTO NbITaeTcs Bac TpaBuTb. Pacckaxunte pedbeHKy o KnbepOynnmHre n o Tom, Kak
ocTaBaTbCs JoOpoxenaTenbHbIM K CBOMM cobeceaHnkam B CeTu.
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